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1. TlomTukn

[TosiTuky € mEPBUHHUM I HE3MIHHUM JTOKYMEHTOM Oy/Ib-sIKOTO IIPOEKTY. BoHN BH3HAYAIOTH IpaBUIIA
I'PU 10 TOrO, K (POPMYJIIOIOTHCS BUMOTM Y OOMPAIOTHCS TEXHOJIOTII.

YMOBHI CKOPOYeHHs Ta BU3HAUEHHS

TepMminu Ta CKOpOYEHHSI, 0 BUKOPUCTOBYIOTHCS B JOKYMEHTI:

Tepmin SuaueHHs

TB Texuiuni BuMoru

T3 TexuiuHne 3aBaaHHs

TIT Texmiuna TOKyMeHTAITisT

3arajbHi NPUHIIAIINA

[TosmiTuky € TEPBUHHUMA JTOKYMEHTAMH.

. Vci pilteHHsT B IIPOEKTI MPUAMAIOTHCSI BUKJIFOYHO Ha OCHOBI 3aTBEP/IXKEHUX IOJITHK.

. Texuiuni BuMoru OpMYIOTHCS BUKJIFOUHO SIK ITOXITHI BiJT TIOJIITHK.

. Texniune 3aBIaHHs € €IUHAM TOKYMEHTOM, 7€ JTO3BOJISIETHCS BKAa3yBATH KOHKPETHI TMPOIYKTH.
. ApxiTekTypa IOBUHHA 3aJIUIIATHCS arHOCTUYHOIO JI0 MOMEHTY 3arTBepizKeHHst T3.

3arajbHi HeYHKIIIOHAIbHI BUMOI'Y IOBUHHI MICTUTHCS B I[UX MOJIITUKAX.

Texmivnai BUMOTM He MOBUHHI MICTUTH PEKBI3UTHUX YACTUH CYTHOCTEH 1 JOKYMEHTIB.

Texmidai BUMOTM TOBUHHI MICTUTH TIEPETiK CYyTHOCTEIX.

I T N

Texwuiuni BUMOTM OBUHHI MICTUTHU TIEPEJIiK TPOIECIB.

=
e

Texwuivuai BUMOTM OBUHHI MICTUTH TEePeIiK IPaB Ta MPEBiIEB.

—_
—_

. Texuiuni BuMoru moMeHHOI 06/IACTI TOBUHHI MICTUTH HEPEJIiK IIPOIECIB 1 IX KPOKIB.

—_
[N

. Texwuiuni 3aBmanus nopunni mictutu BPMN niarpamu, BepudikoBani anaiTukamu.

—
w

. TexniuHi 3aB/1aHHs MOBUHHI MICTUTH PEKBI3WTHI YaCTUHU CYyTHOCTEN 1 JIOKYMEHTIB.

—
[N

. Texuiune 3aBjanHs TOBUHHO MicTuTH nepesik poJieit i ABAC npasui.

[
ot

. Texuivune 3aBIaHHs TOBUHHO MICTUTH MEPEJIIK CTOBHUKIB.

—_
=)

. Texuivune 3aBIaHHs TOBUHHO MICTUTHU HEPEJIiK MIPOTOKOJIB B3aE€MO/Til.

—
N

. Texuiune 3aBraHHs MOBUHHO MICTUTH TIEpPEJIiK IIAOJIOHIB.

,_.
*®

Bynp-ska indopwmariis, mo 1yb/r0eThCa B MOXITHAX JTOKYMEHTAX MOBUHHA MiCTUTUCH TYT.

[
=

. Texniuna moxkymenraris moBuHHa BusHadaTuch cranmapramu [SO 1 JICTY.

[\)
e}

. TexniuHe 3aBaHHs IOBUHHO MICTUTH IIPOLYKTH, siKi miaTpuMyoTh crangaptu ISO abo JICTVY.



2.

2.1.

Texuiunl BUMOI'u

[Tepesik TeXHIYHIX BUMOT HaBEJAEHUX B IOJITHKAX

DyHKIIOHAILHI BUMOTT 0 CIOBHUKOBOI CHCTEMM
OPyuKIionaabHi BUMOTH 0 HaAOOPY OOJIKOBUX CyTHOCTEIt 1 TX omeparriit
OyHKITIOHAIBHI BUMOTH JI0 HAOOpY BaJIigartiit
OQyHKIIOHATBbHI BUMOTH JI0 POJIBOBOI MOJIEJTL
OyHKIIOHAIbHI BUMOTHT J0 iHTepdeicy KOPUCTyBadIa
QyHKIIOHAIBHI BUMOTH JI0 CUCTEMU TIPOIIECIB
Hedyuxkiionaapai BuMorn 10 apxiTeKTypu
Hedyukimionamsui Bumorn 10 6e3mexkn
Hedyuknionaabai BUMOru 10 MOTY?KHOCTI Ta €MHOCTI
Hedynxkiionaj bt BUMOTH JI0 CUCTEMU JIOTYAHHSI
Hedyuxkimionampai Bumorn 10 inrepdeiicy KopuctyBada
Hedyukmionaabai BUMOTT 10 KOHTPOJIIO SIKOCTI

Hedyuxkiionanbui ropuaundai BuMorn



2.2. TloBHuil 3MICT TEXHIYHUX BUMOI

CrpyKTypa TeXHIYHHX BUMOT y3arajbHeHa Jisi Oy/ib-sIKOT0 BHCOKOTEXHOJOTMIHOTO JepxKasuoro 113.
* YMOBHI CKOpOYEHHSI Ta BU3HAYEHHS
* 3arajbHi BitoMOCTI
— IlepenymoBu
— Iluranns, mo BUpPINIyOTHCS
— Bumorn 3akoHOmaBcTBa Ta MikHapogHux crangapris (JICTVY, ISO, NIST, ITU-T)
* IIpusHadenHsa Ta IiJIi BIPOBAPKEHHS
* Knacudikamis Bumor
— 3.1. OyuKIiOHAJIBHI BUMOTH
» 3.1.1. Onuc 10BiIHUKIB
» 3.1.2. Onuc peecTpoBuX CyTHOCTEH Ta TX CTAHIB
* 3.1.3. Onmc 6iznec-npornecis (BPMN)
» 3.1.4. Bumoru 10 MpOTOKOJIB B3a€MOiT
« 3.1.5. Onuc npas ta npusineis (ABAC/RBAC/ACL)
* 3.1.6. Onme BaJtimariit
» 3.1.7. IIlabs0HN CcroBimeHb
*» 3.1.8. Bumoru 10 cepiaJizarii
* 3.1.9. Bumoru 510 TpancnopTy
— 3.2. Hedyukmionanbui Bumorn
*» 3.1.1. Bumornu s10 apxiTekTypnu
» 3.2.1. Bumornu 110 6e3meku
* 3.2.2. Bumoru 10 moTyXHOCTI i €eMHOCTI
* 3.2.4. Bumoru no GYyHKIIOHAIBHOCT JIOTYBaHHS
* 3.2.5. AnminicTpaTuBHI BUMOru
+ 3.2.5.1. Hactanosa no BHIIB TeCTyBaHHs
+ 3.2.5.2. Bumoru 110 macraHos ajmixicTpaTopa
- 3.2.5.3. Bumornu 710 IOKyMeHTyYBaHHsT
* 3.2.5.4. Texuosnoriunuii cTek (ArHOCTUYHUN OINC)
* 3.2.6. 3arajpHi BUMOrH 710 JOKyMeHTaIlil Ta apredakTiB

» 3.2.7. FOpuamani Bumoru



3. Texulune 3aBaaHHs

Crpykrypa TexHiu"oro 3asuanis sianosimae JICTY 3973-2000 «Cucrema po3pobjeHHs Ta II0-
cTavaHHs MPOJIYKINI Ha BUPOOHUIITBO. IIpaBuiia BUKOHAHHSI HAYKOBO-IOCJIITHUX POOIT. 3arajibHi
nostoxkerHsi» Ta JICTY 3974-2000 (jy1s1 KOHCTPYKTOPCHKUX POBIT).

3.1

3MICT TeXHITHOTO 3aBIaHH

JCTY 3973-2000 BusHa4va€ 3MICT TEXHIYHOIO 3aBIAHHSI.

1.

N

© ® N e w

10.

MoruBariisi, MeTa, BUKOHaBII

Kracudikaiia sumor (yukitionanbui, HedyHKIIOHATIbH], TeXHIYH], aMIHICTPATUBHI, €PrOHO-
MiYHI, HOJITUYHI, OPUAXIHO-IPABOBI, JOKYMEHTAJIbHI, apXiTEeKTypH])

[Mpunnunosi Bumoru (Binnosinuicrs JICTY, NIST, ISO, ITU-T, ICC3I)
OyHKITIOHATBHI BUMOTH

Epronomiuni Bumorn

Texmiuni Bumorn

A vinicTpaTuBHI BUMOTH

ITomiTrani BUMOTrH

FOpupuano-npaBoBi BuMoru

HokymenryBanus (nepesik JOKyMEHTIB)

. Eranu sBukonannga

12.
13.

3.2.

PesynbraTu

Tlopsimok mepemadqi

Bumorn jio Texniunnux 3aBjiaHb

3.2.1. IlpaBuna-pexomengarii jo T3

[IpomoB:kenHsT TeXHIYHUX BUMOT. TexHiUHe 3aBIaHHs Ma€ OyTH TPOTOBXKEHHAM TEXHITHUX
Bumor. KoxkHa BuMmora, abo rpyla BUMOI BU3HAYeHa Ha PiBHI TEXHIYHUX BUMOT, [IOBUHHA
O6yTu BimobOpazkena B 13, merasizoBaHa Ta IOB’si3aHa 3 KOHKPETHOK (DyHKIIOHAIBHICTIO. Mae
3a0e3IeTyBaTUCH TPOCTEXKYBAHICTD BiJl TOYATKOBOI TOTPEOM 10 peasiizallii, TeCTyBaHHS Ta
NpUAMaHHs Pe3yabTaTy + 3B’SI30K i3 CyTHOCTSIMH.

JItogunorenTpuanmii miaxig. Po3pobka Mae rpyHTYBATUCS Ha, JTIOIAHOIEHTPUIHOMY ITiIXOJT.

IlinrBepkeni norpedbu Kopucrysadis. @yHKIIOHABHICTH IIOBUHHA CTBOPIOBATHCS JJIsT BU-
pillleHHsI iATBEep/>KEHNX TOTPed KOHKPETHUX Pyl KopucTyBadiB. KopucryBanpki crieHapii,
MIPOTOTHUIIN Ta JU3ANH-PINIEHHS MAIOTh MEPEBIPATHCS 3 PeaJbHUMU MIPEJICTABHUKAMHI BiJIITOBI -
HUX POJIEH 10 3aBEPIIEHHS PO3POOKH.

Konrekcr 6i3nec-mporiecis. @yHKIIOHAIBHICTS HEOOXI/IHO OIMCYBATH B KOHTEKCTI Oi3Hec-
nporeci. [ljist KozKHOrO pirersst Mae OyTu 3po3yMijio, SIKUil mporec abo oro KOHKPEeTHU
KPOK BOHO IIJITPUMYE, XTO Oepe yIacThb y IPOIIECi, 3 90ro BiH IOYUHAETHCS Ta SIKUN Pe3yJIbTaT
MOBUHEH OyTU OTPUMAHUMN.



Poskpurrs gepe3 Use Case. KirouoBa (byHKIIOHAIBHICTS Ma€ POSKPUBATHUCS 9€pe3 USe case.
Crenapii BUKOpHUCTaHHSI OBUHHI [TOKA3yBaTH B3aEMOJI0 KOPUCTYBada, CUCTEMH Ta, I1HIIHIX
VYIACHUKIB JIJTs IOCATHEHHsT BU3HAaYeHOl MeTHu. PiBeHb jJeTastizalii Mae 3a1e2KaTi Bi/l CKJIaIHOCTI,
pU3UKY Ta KPUTUYHOCTI (DYHKITIOHAJBHOCTI.

Aubrepuarupni Ta HerarusHi crieHapii. Use case TOBUHHI OXOIUIIOBATH HE JIUIIE OCHOBHUIA
yeminramii crienapiit. Heobxigno BpaxoByBaTn CyTTEBi aJlbTepHATHBHI, HETATUBHI Ta BUHATKOBI
crieHapil, 30KpeMa ITOMHWJIKM KOPUCTYBadva, BiJICYTHICTH JIAHUX, HEJOCTYHHICTH iHTerpariii,
TIOBTOPHE BUKOHAHHS JIi#f Ta BiJIHOBJIEHHS IIPOIIECY.

Buznauenns 6iznec-npasut y BPMN. V mexkax KO»KHOTO use case MaloThb OyTH SIBHO BU3HAYEH1
6i3Hec-mIpaBmiIa, sIKi KePYIOTh BiAoBigHNM crieHapieM. /lo HUX Ha/Ie2KAaTh yMOBU IEPEBIpKA
JAHUX, MAPIIPyTU3AIll IPOTecy, 3aCTOCYBaHHs CTPOKIB, pO3paxyHKiB, poJseil, 0OMeKeHb i
NpUHATTS pinteHb. Taki mpaBua He MOBUHHI CAMOCTITHO BU3HAYATHCS PO3POOHUKOM ITi/T Yac
peaJtizariii. 3a OTpeOU Uit HUX 3a3HAYAIOTHCS JIZKEPEJIOo, YMOBU 3aCTOCYBAHHS Ta BUHSITKH.

¢fBHe BusHauUeHHs Gi3Hec-ipaBui. BisHec-nipaBuia MatoTh OyTu Bu3HadeHi sBHO. [IpaBmia
TepeBipKU, MapIIPyTU3aIlil, CTPOKiB, PO3PAXyHKIB, poJieil i MpUAHSATTS pillleHb HEe TOBUHHI
dopmyBaTHCSI PO3POOHUKOM CAMOCTiiTHO mmim vac peasizarmii. st KpUTHIHUX TPABUI MalOTh
OyTHu BU3HAYEH] X JI2Kepesio, yMOBH 3aCTOCYBAaHHS Ta BHHSITKU.

Kpurepii npuiimanss. J[o nouarky po3pobku moTpibHO BusHAYUTH KpuTepil npuitMantsi. Jjs
KOXKHOI (DYHKITIOHAJIBHOCTI Ma€ OyTH 3pO3yMiJIO, AKUil Pe3yabTaT OUYiKyeThbCsl Ta 38 SKUMU
00’eKTUBHIMH O3HAKAMU Oye TepeBipsTHCs HOTo BiIIOBIAHICTHE BIMOTAM.

Definition of Done. Okpemo mae 6ytu Busnadenwnit Definition of Done. Bin noBunen Bcra-
HOBJIIOBATH CIJIBHUI MiHIMaJbHUI CTAHIAPT 3aBEPIIEHOCTI: peasizaliis QyHKI[IOHAIBHOCTI,
BUKOHAHHSI KPUTEePiiB IPUIIMaHHe, TECTYBaHHS, JTOKYMEHTYBaHHs, llepeBipKa Oe3IeKn, JOCTy-
ITHOCTI, 1HTEerpariit Ta yCyHeHHsI KPUTHIHUX JTePEKTiB.

[Tepesipka BigmosimmHocTi Ta minHocTi. Pe3ynbrar HeoOXiaHO mepeBipaATH K Ha BiAMOBiIHICTD
T3, Tak i Ha peaybHy IHHICTH. Bark/mBo miTBEpUTH HE JUIle Te, Mo (YHKIIOHATIHHICTD
peaJiizoBaHa BiJIOBIIHO /10 OIHCY, a i Te, IO BOHA IIPAIIOE B peaJbHOMY IIPOIIEC], BUPIIIY€
[MOYATKOBY MPODOJIEMY KOPUCTyBada, Ta MOXKe OyTu 0e311evHO BIIPOBa KEHa i MaciTaboBaHa.



4. llocnnanng na crapjgaptu J1CTY

Cranmapr

Hazga Ta IIPpU3HAYCHHA

JCTY 3973-2000

JCTY 3974-2000
JICTY 42010:2018
JCTY 62264:2019

JCTY 3008:2015

JICTY 3396.0-96, 3396.1-
96, 3396.2-97

JICTY 4541, ICTY 28147
JCTY  19.403-19.781,
JCTY  34.003, 34.201,
34.601-34.602

Cucrema po3pobiieHHs Ta mocTadaHHs mpoayKiil. [Ipasmia
BUKOHAHHS HAYKOBO-JIOCJITHUX POOIT. 3arajbHi MOJIOXKEHHSI
(ocuoBa crpykrypu T3)

IIpaBuia BUKOHAHHS HAYyKOBO-KOHCTPYKTOPCHKUX POOIT
Imxenepist cucrem i mporpaMuux 3acobiB. Onuc apxiTekTypu
Iarerparnis cucrem yrpaBiiiHHS I IIPUEMCTBOM 1 BUPOOHU-
IITBOM

Jokymenrariist Ha po3pobsenns 113

Kowmrmteke crangaptiB Ha yHi(DiKOBaHY cuCTeMy JTOKYMeHTa-
it

Kpunrorpadiuni cranmaptu YKpainu

Sacrapisi, ase 000B’sI3KOBI JjIsi CYMICHOCTI CTAHIAPTH J0-
KyMEHTYBaHHS




b. llocunmanng na HOpMATUBHO-TIPABOBI AKTH

(HITA)

3acobu indopmaTuzarii, po3podka Ta BopoBaKeHHsT CHCTEMU PETryJIIOI0ThCS TAKUMHA HOPMATUBHO-
[IPABOBUMU aKTaMu Y KpalHu:

HITA

Haspa Ta mpusmnadents

Bakon Ykpainu Ne 74/98-
BP

ITocramoBa KMY
21.02.2025 Ne 205

Bing

Tlopsiok Jrokastizariiil mpo-
IPAMHUX TMPOIYKTIB

ITocranoBa KMV  Bix
12.04.2022 Ne 436
Bakon Ykpalaum Ne 2155-

VIII

Bakon Ykpainu Ne 2297-VI
Bakon Ykpainu Ne 80,/94-
BP

IIpo HamjonanbHy nporpamy iHdopmarnsanii (BusHauae
IPaBOBI OCHOBU ILJIAHYBAHHS TA BUKOHAHHS IIPOEKTIB)
Jlesiki TMTaHHST CTBOPEHHS, aAMIHICTPYBAHHS Ta 3ade3mede-
HHs QYHKIIOHYBaHHA 3aco0y iHdopmarusanil (3arBepKye
O6oB’s13k0B1 BUMOrH 110 3ac06iB iHdOpMaTH3arii)
Barsepmxenuit [Tocranosoro KMY Ne 205 (Busnavae BuMoru
no stokastizamnii 113 gy HITT)

IIpo 3aTBepmxenus [lomoxenns npo Hamionamsrny mporpa-
My indopmaTu3arii

IIpo emexTpomHi MOBipdUi MOCTYTH

IIpo 3axucT nEepPCOHAILHUX JTAHUX
IIpo 3aXUCT indopmarrii B
TeJIEKOMYHIKAIIHIX CACTEMaX

indopmariitao-




6. PDyuxionaabHl BUMOI'U

6.1. DBumorm mo mpoiieciB cucTeMu

Cucrema nosunma 6ynu isomopsra mozeni FSM (Finite State Machines), BPMN (ISO 19510), a6o
Mepexkam ITerpi, To6TO TOBMHHA MiATPUMYBATH TIAPEJATIbHI 1 TTOCI0BHI 0GUMCIeHH ST ([IOTO/[XKEHHS )
HeoOXiIHI Jy1st oparinasinil JoKyMeHToo0Iry. BusHaueHHst nmporiecy, sik CYTHOCTI, 10 CKJIAJAEThCS 3
HACTYIHUX YaCTUH (K HPUKJIAJ Takol i30MopdHOT cucremu):

* KonTekcT mportecy y BUIJIAML MEPETiKy JOKYMEHTIB
* Ilepenik craHiB mporecy, KOKeH 3 sIKUX € pOOOINM MicIleM KOpHCTyBada abo cepBicom
* Ilepexomau MixK cTaHaMu IO € PYHKINSIMA 3 JIOTTKOIO
* [louarkoBuii i KiHIIEBUII CTAHU TIPOIECY
* IcTopist KpokiB mporecy 3 JOKYMEHTAMU
KoxkeH KopucTyBad BU3HAYAETHCS 1K CYTHICTb, 1[0 MICTUTh HACTYIIHI PEKBI3UTH:
* Ceprudikar mocrymy KEIT X.509
* €JIPIIO mimmpuemcrsa
* Tlocaza, I1IB, Tabenbuuit HOMED
* Busnadeni poJti
Cucrema b6i3HeC-TIpOIECiB MOBUHHAA (DOPMAIBLHO BH3HATATH:
¢ Ilepesnik KopuCTyBadiB i CTPYKTYpH IiAITPHEMCTBA
¢ Ilepenix poeit
* Ilepesnik peecTpoBuX cyTHOCTE#, IX PEKBI3UTIB i olepariiit Ha | HUIMA
* Ilepesik mOoKyMeHTIB i iX peKBi3UTIB
* Ilepenik indopmaliifHux MOBiTOMIIEHD 1 IX PEKBI3UTIB

¢ Ilepenik 6i3HEC-TIpOIIECIB



6.2.

Bumorn o suxiukis API

Ji1st moyaTKy po3poOKM aHATITUK 3aMOBHUKA II€PEIA€ BEHIOPY 3a3HAYEHI BEPXHBOPIBHEBI BUMOI'H

710 M€

Tosy. Ilic/ist 3aBepiennss pO3pOOKY BEHIOP HAJIAE OIMMC METOY 3a 3aTBEP/ZKEHUM IMIa0T0OHOM

BiIIIOBiIHO 10 HacTaHoBU. JloKyMmeHTarlis 1o onucy meroiiB API noBunHa OyTu crBOpeHa 3rijgHO 3
3aTBEPKECHUMHI TAOTOHAMIU.

6.3.

MIpU3HAYEHHS METOLY: AKY Jil0 BiH Ma€ BUKOHYBATH;
bopMyIIOBaHHSI METOJLY: METO]I Ta €H/[IONHT;

AKI HapaMeTpH HeoOXiIHi 1Jis BUKJIMKY MEeTO[ly — ITOYATKOBI YMOBH /Il 3aCTOCYBAHHST METOJLY
(mapamerpu MarTh GyTH Tpe/cTaBieHi y dhopmi TabauI i3 3a3HAYEHUM TUIIOM Ta IIPUKJIIAIOM
dopmyiioBanHs );

BiMOBiIL cepBepa y hopMi CTPYKTYpOBAHUX JaHUX — iHdopMmariia y ¢popmaTi cepiasizarii
(3paszok Bigunosiai onucyors y dhopmi KoLy );

06pO6Ka MOMUJIOK: OIMC CUTYAIIIl, KOJIM BUKOHAHHS /il HEMOXKJIMBE 3 [IeBHUX NPUYIMH (TIepestik
OMUJIOK MAIOTh OyTH TpejcTaBieHi y dbopmi tabauil 3 po3mundpoBKOIO 3HAYCHHH );

I0JaTKOBa iHdOpMaIis: 06MeKeHHs JIOCTYIly, BAKOPUCTAHHS CTAHIApTIiB Tomo (Moxke OyTu
pejicraBieHa y GopMi JOBUIBHOIO TEKCTY B OKPEMOMY PO3Iiii).

Buwmornu 10 inTepdeiicy Kopucrynada

6.3.1. OO6pobKa MOMUIOK

TaTepdeiic kKopucryBada Mae MpeCTaB/IATH YiTKI Ta iH(OPMATUBHI ITOBIJIOMJIEHHS IIPO ITOMUJIKA
i3 3a3HaYEHHSIM IXHBOI IPUYMHA Ta NUISAXY BUIpaBjeHHs. [HTepdeiic KopucTyBada Mae HaIaBaTu
MOXKJIUBICTh OBTOPHOI CIIPOOM Omepariiit micjs ycyHeHHs (haKTOPiB, siKi CIIPUYWHIIA TOMUJIKY.

6.3.2. 3araJjbHl BUMOI'M

InTepdeiic kopucTyBada Mae BiIIOBIIATH HACTYIITHUM 3araJlbHUM BAMOIaM:

Bignosignicts crangapram BeGpocrynnocti (WCAG): 3abesnedentst 1OCTYIHOCTI JJist KO-
PUCTYBadiB 3 OOMEXKEHUMH MOYKJIUBOCTAME (HAIPUKJIAJ, IATPUMKA KJIABIaTypHOI HaBiramii,
AJbTePHATUBHUI TEKCT it 300pakelb, JOCTATHIi KOHTPAcT KoJabopiB). Binnosignicrs npu-
maiivui pisaio AA crammapris WCAG 2.1.

Hacnigysanusa quzaita-koay kommanil: [ntepdeiic Mae BifmoBizaTu icHyiouoMy Tu3aitH-KOILY
koMmIanil (cTuib, Koibopu, mpudTu, jJororunu o). Bukopucrania komnonentis Ul 3
6i6Jl0TeKN KOMIIOHEHTIB KOMIAHIT (AKINO Taka € JJis eBHOrO (DYHKIOHAY). 3abe3IedeH st
KOHCHCTEHTHOCT] Bi3yaJIbHOTO CTHJIIO MiXK PISHIMHU JACTUHAMU CHUCTEMH.



7. Hedyukmionaabal BUMOTH

7.1. Bumorm no apxiTekTypn

Iepruuit mixposain onucye 3aranbay apxirekrypy ERP/1, Ta Bumorn 10 po3pobHUKIB [101aTKOBOI
dyukmionanbuocTi. [lg riaBa Bu3Havae KapTy BUMOT Ta OMUCYE 3araJIbHUM Mepesiik BUMOT, SIKUi
BUILIMBAE 3 JIOTIKM PO3rOpTaHHsi apxiTeKTypHux pisis [SO-42010.

7.1.1. DBuznadenmns TepMiHiB i Ipu3HavdeHud JTOKYMEHTa,

ApxitekTypa TyT i Hagal Oye o3HavaTH (POPMAJbHNAN CTPYKTYPHUI OIUC KOMIIOHEHT 1 perJIaMeHTiB
B3a€MO/Ii1 3 PO3IIMPEHOIO JIETAJIZAIICI0 TPUKJIAIHOTO PiBHS.

[TpusHaveHHsT JOKYMEHTA:
* 03HAMOMUTH BUKOHABIIZ 3 IOTOYHOIO apxiTekTypoio ERP/1;
* BU3HAYUTH TEXHOJIOI, 5Kl icHYIOTD i BuKOpucroByoThcst B ERP/1;

* BU3HAYUTU BUMOTH Ta OOMEXKEHHS peaJIi3arrii.

7.1.2. PiBni apxiTeKTypn KOMIIOHEHTIB CHCTEMMU

3a ocnoBy B3aTa apxitekTypua Meromosoris ISO/TEC/IEEE 42010 ta dpeiimopk 3akmana.
1. Kommonentu apxitekrypu ERP/1 € mijkoM BU3HAYEHUMHU T& y3TOIZKEHUMU.

2. Konrpakropu, siki peasizytors upoekt HoBol dyukuionassaocti ERP/1 noBunui 3a3uadnru
Ha HACTYITHUX apPXITEKTYypPHUX PIBHSIX dAKi Moaudikarlii moTpedye cucrema:

* Cyrrocti (Resources, ER-miarpamu);

* ®opmu (Forms, micrars gogarkoBy indopmanio g Ul);

* Basinamii (Validations);

* TIponecu (Tlocmigosnicrs Bukopucranus APT, BPMN niarpamu);
* JTosimuuku (Dictionaries);

* IIpasa (Scopes);

* Oyukuii cepsicis (y6oiuni Ta npusarui) (Functions, API, RPC);
* SQL-rabJur;

* KV-mpocropu;

* Cache-ipocropu;

* IIpasuia obmexenus msukocti 3acobamu KONG (Rate limiters).

3. Iepemix momudikariiii moBUHEeH HaIaBaTUCs B (DOPMI, e KOXKHA 3MiHa, 3a3HAYEHA y BiJIIOBII-
HOMY JOKYMEHTi-BUMO3i 10 0hOpMITEHHST KOXKHOTO apXiTEKTYPHOrO piBHsI. B 1mpoMy KOHTEKCTI
BUMOT'H [0 OIHUCY apXiTEKTYPHU € KOPEHEBUM JIOKYMEHTOM-BUMOIOIO KWl OIUCY€E 3MiHU 0
apxitrektypu ERP/1 na BepxuboMy apxiTeKTypHOMY DiBHI.



7.1.3.  Mamnidecr Bignosigrocti apxirekrypi ERP/1

Motusariiina yacTuHa: MeTa JOKYyMEHTY.

1.

10.
11.
12.
13.
14.
15.
16.

Crannaprusanis Ta yHidikamis dyukmiit [13 moBunna Oyt 3abe3nedyeHa 3a PaXyHOK BU-
KOPHUCTAHHS CyYaCHUX IHCTPYMEHTAJbHUX MPOrPAMHUX 3aC00iB, siKi MiATPUMYIOTH €IUHY
TEXHOJIOTII0 IPOEKTYBAHHS 1 PO3POOKU (DYHKITIOHAJIBHOTO, iH(MOPMAIIITHOrO Ta TPOrPAMHOTO
3a0e3mevents.

II3 B 1wijiomy Ta iHII TPOrpaMHi KOMIIOHEHTH IIOBUHHI BiJIIIOBIATH OCHOBHUM MiXKHAPOIHAM
Ta, HAIIOHAJILHUM yTOMAM 1 CTaHAapTaM B rajy3i iH(GOopMaIliiHUX TeXHOJIOTIH.

HeobOxinno BukopucToByBaTH BKe HasiBHI y 3aMOBHUKA CUCTEMHU Ta IPOTPaMHe 3a0e3IeTIeHHS.
Bepcii cucrem i mizcucremM TpoayKTIB MOBUHHI BiTOBIIATH BEPCisiM, IO BUKOPUCTOBYIOTHCS.
Hoge rexuiune 3abe3nedenns (HAIPUKIIA, [JICUCTEME) Ma€ BiIIOBIIATH HACTYITHAM BUMOTAM:

* GE3KOIITOBHICTH HOBOI CHCTeMH/HijcucreMu, 11 3a/eKHOCTel, 1 X Jinensii;

* HasBHICTH HiATPUMKH po3pobuuka (1 pik Big ocraHHBOI Bepcil);

* mporpamMHe 3abe3neveHHs 3 BIAKPUTUM BUXiZHUM KOoM (open source).

Bumornu crocyrorbest 6e3mocepeIHbo 1 TPOrpaMHOro 3a0e3neveHHsl, PO3POOKY SIKOTO CILIadye
3aMOBHUK.

Bynb-ske immre mporpaMue 3abe3medenns MOBUHHO BiAOBiIaT BUMOTaM.

Bumorn 10 Topu3oHTaIbHOTO MaciTalyBaHHs (3a HeoOxignocti). ITlapainr, KonTeltHepusaris,
OpKecTpalilis.

BasancyBanns naBaHTasKeHHs MiXK JIEKLIBKOMa €K3eMILIIpaMu cepBiciB (mogamu).
Bukopucranusa depr i 9acOMiCTKAX OTEpParriii.

Minimizartiss po3Mipy indopMaliifHux MoBiIOMIEHD 1 onTUMi3aIlis Tpadiky.

Bumoru no tenemerpii, KiTbKiCTh onepariiil 3a CeKyHJTy, JIATEHCl, TOMUJIKU, CTATYCH.
Bumoru 10 moTy:KHOCTI i €MHOCTI.

Bumorn m0 joryBanHs.

MoK TUBiCTh NIPOBEICHHS aBTOMATUYHOTO TECTyBaHHA 3 BijiKtioueHnMmu cepsicamu KEIT.

Minimizaliiss BApTOCTI BOJIOJIIHHS.



7.1.4. Crpykrypa npoaykris ERP/1

Kopnoparusai nponykru

Ocgita — ABromaruzoBaHa iHdopMaliiiHa cucrema yIpaBJiHHS OCBiTHIM mporiecom 1SO
21001, HaBYAJIBHOIO JIISUIBHICTIO Ta &/IMIHICTPYBAHHAM 3aKJIaIiB OCBITH 3 HMiATPUMKOIO OYHOI,
JIICTAHINHHOT Ta 3Minranol (popM HaBIAHHSI.

3aopos’ss — Menuuna iHndopwMmariiina cucrema HL7 st aBromaTusarii o6JIiKy MeIudHUX
[IOCJIYT Ta YIIPABJIHHS MEJIUYHOI 1H(OPMAIHEI B €JIEKTPOHHOMY BUTJISIII.

Hokymentu — ABroMaruzaris poboTu 3 eJieKTpoHHuME JokyMerTamu y Burisii CRM cucremu
ariguo iHcTpykIil 3 misoBomacTea Ne40 Bim 2024 poky.

O6nik — Kommiekcna ERP cucrema aBromarmsariii 6yxraarepcbkoro o0JiKy, KaJIpoBOro
JTIJTOBOJICTBA, T PO3PAXYHKY 3apOOiTHOI IJIATH JIJTs TMiITPUEMCTB 1 JIep2KaBHUX yCTAHOB.

CkuiaJ — ABToMaTH30BaHa CUCTEMa YIPABJIIHHA CKJIaJCHKIM TOCIIOIAPCTBOM Ta MaTepiaJbHO-
TeXHIYHIM 3a0€3IMeIeHHAM MiAMPUEMCTB 1 Jep:KaBHUX YCTAHOB.

Peecrpu — VuiBepcasbua mrardopma [1jisi CTBOPEHHS, BEJIEHHs Ta YIPABJIIHHS JePKABHIMHA,
BIJIOMYMMHU Ta KOPIIOPATHUBHUMU iH(POPMALIHHUME PEECTPAMH OY/Ib-sIKOI'0 MACIITA0Y.

Cucremui nponykru (Ilnardopma)

Ceprudikarun — Ilenarp ceprudikarmil peecrpaniitnux mnocsiggens 1 ix ABAC pexsizurHOol
arpubytuku s indpacrpykrypu PKIL

Tyneni — BUCOKONPOMYKTUBHA CHCTEMa TIOOYI0BH 3aXUIIEHNX JIENEHTPATI30BAHNX TYHEJIB
(L2/L3) na 6a3i sipryamssaoi mamunau Erlang/OTP.

Hupekropis — PKI-aware LDAP 3 nigrpumkoro X.500.

Kowmynikarop — TLS X.690 DER cepsep v1+, v2 i v3 mporokomis i IIK K3I X.509 v1
nporokory BUDDHA.

IIpomiecu — Ilponecuuit BPMN pymiiit ISO 19510 st 6i3Hec-sioriku 3 TLS X.690 DER
inTepdeiicom.

Bpokep — MQTT v5.0 cepsep nepcucrenthux romikis crapgapry 1SO/TEC 20922:2016, mio
BUKOPUCTOBYEThCs B pojrykTax SYNRC.

Cxosurnie — biburioreka KVS, mo peasizye SNIA inrepdeiic miss NVMe auckis, cymicHa 3
RocksDB ta CEPH.

Dpeiimopk — N20/NITRO dpeiiMmBopK i po3pobKu BeG-10JaTKIB.

Qopmu — Bibmioreka X-FORM s Bijobpaskenust pekBizuTHOl iHdOpMAIl Ta aBTOMATHIHOT
reHepariil KJIEHTChKUX 1 CEpBEPHUX BaJIiIAITiii.

Kowmminarop — ASN.1 X.680 kommissitop juist MoB tiporpamysanas ANSI C99 ta Apple Swift.

Kounrpoas — Bibmioreka ABAC 11 KOHTPOJIIO JTOCTYILy Ha PiBHI peKBi3uTHOI iHMOpMAaIil
JOKYMEHTIB Ta iX cepTudikarTis.



7.1.5. TakcoHoMmig cucTeMHUX KOMIIOHCHT

IMepenik kareropiit KommonenTu 3rifaHo 3 Kiaacudikaiieo 1mo X GyHKIIOHAJLHIM KaTeropiaM (B
Jly?KKaX 3a3HAYEH] IPUKJIAIN 9K 3r0J0M MOXKJIMBO 3a(biKCYIOThCs B TEXHIYHOMY 3aBJIAHH]).

+ Data Storages (IIpukiuamu: MongoDB, SQL, S3, Cassandra, Riak, tikv);
PubSub Buses (IIpukaamn: Kafka, MQTT, AMQP);

* Application Services (ITpuksiaau: D3, ERP/1, CRM);

» Facade Management (ITpuksiamu: Traefik / KONG); OSI Layer 4—7;

* Virtual Machines (IIpukmamu: JVM, CLR, BEAM);

» External Systems (Tpewm6ira: JCCY, Hist, II®Y, Minroct).

Bumau Data Storages:
* KV. CxoBulire 3 €IMHIM TPOCTOPOM KJIIOUIB JJTsT 30epiranns Mojiii i JIOKyMEeHTIB.
* SQL. Pessiiine cxoBuile st 001Ky 6i3HEC-CYTHOCTEIA.
* S3. Cxosumie Menia-06’ekTiB (JoKyMeHTiB, daiinis, Tomo) 3 Amazon S3 inTepdeiicom.
* FS. IPFS, NTFS, SAMBA, GlusterFS, ZFS.
Bunu Pub/Sub Buses:
* MQTT. Bpokep nosinomiens, ocHosa Service Oriented Architecture (SOA). ISO.
* AMQP. Tex. ISO. He BukopucroByeThcst 3apas.
* XMPP. Tex. ISO.
+ Kafka. Non-ISO.
* NSQ. Tex. Non-ISO.
Application Services:
* Anti Fraud. Cepsic 6/i0KyBaHHST 3JIOBMUCHUX JIilA.
* One Time Password. Cepsic Bepudikariil yepes 0IHOPa30Bi mapoJIi.
* Authentication and Authorization. Cepsic ayrenrudikarnii i aBropusarrii.
* Integration Layer. OcnoBHi cepsicu i peectpu.
* Data Layer. Besnocepemniit gocrym jo periik PostgreSQL.
* Digital Signature. Cepsic esleKPOHHOT'O ITi/IITUCY.
* Master Citizen Index (MCTI). Cepsic i30/40il nepcOHAJLHUX JAHUX KOPUCTYBAdiB.
+ Extract, Transform, Load (ETL). 3oBuimui konekTopu.
Web Frameworks:
* Ocnosani na mabnonizaropax (PHP, Django DTL, Elixir EEX)
* Ocnosani na DSL (PureScript, Ocsigen, LiveView, N20, WebSharper, UrWeb, Flutter)
* Kuienrcoki REST dpeiimBopku 3 indpacrpykryporo (vue.js, react.js)

* REST wmikpo-dpeiiMmBopKu

WebSocket dpeiimBopku



7.2. Bumorn 0 6e3nexkn

Hpyruit miapo3mis onmcye 3araibHi i TexHiYHI BuMornu 10 indopMaIiitHol 6e3meKkn, mo /i€ HACKPI3HO
Ha TPUKJIQIHOMY, IIPe3eHTaIltHOMY, ceciiiHoMy i TpancnopraoMy piBai Mosesm OSI.

7.2.1. 3araspHi BuMoru Jio iHdopmMmaliiiHol Oe3mexu
Homatu BUMOTH JIJIsT TIEPCOHATBHUX JAHUX, TPUHAJIEKHICTH 10 KJIACTEPIB.
1. Bumoru no indopmariiitHoi 6e31meKu MOBUHHI BiIIOBiIaTH:

* 3akoHy Ykpainu «IIpo 3axuct indopmarii B iHdopMaIiiiHO-TeIeKOMYHIKAIITHIX CHCTe-
Max»;

» 3akony Ykpaluu «IIpo 3axucT nmepcoHasbHUX JAHUX>;

)
* 3akony Ykpainu «IIpo ocHoBHi 3acaju 3abe3nedeHHs KibepbOe3nekn YKpainums;
* zakony Ykpaluu «IIpo irdopmaritos;

* mpaBmwIaM 3abe3edents 3axXucTy indopMmarii B indopMaIiiiHuX, TeJIeKOMYHIKAIIHHAX Ta
indopmariitno-TereKOMyHIKaIifiHuX cucreMax, 3arBepkennmM [loctanosoio Kabimery
MinicTpis Ykpainu Big 29.03.06 Ne 373,

* MOPSAKY (PYHKI[IOHYBAHHS €JIEKTPOHHOI CHCTEMH OXOPOHH 3J0POB’sl, 3aTBEPIZKEHOMY
nocranoBoo Kabinery MinicTpis Ykpainu Big 25.04.2018 Ne 411;

* IHIITUM HOPMATHBHO-TIPABOBUM aKTaM, IO PEry/IO0Th MUTAHH 3aXUCTy iHdopMarii, y
TOMY YHCJ B iH(MOPMAIIHO-TEJIEKOMYHIKAIIHHIX CUCTEMAX.

2. CrBopeHHs, aJIMIHICTPYBaHHSsI, PO3rOPTaHHSI Ta 3abe3nedeHHst PyHKITIOHyBaHHa CucreMu siK
3aco0y iHdopmaTu3arii 3/iiicHIeTbCst Biamosigao 10 Bumor [locranosu Kabinery MinicTpis
Vkpainn Big 21.02.2025 Ne 205 «/lesiki muTanHs CTBOPEHHS, aIMiHICTpYBaHHS Ta 3a0e3MeYeHHsT
GbyHKITIOHYyBaHHs 3ac00y iHMOpMATHIAIIIT».

3. Bukonagerp Mae 3a6e3neunTn hbyHKIIOHAILHY MOXKJIUBICTH 3aCBiITMEHHS JTAHUX, MO BHOCSITHCS
10 ERP /1 kopucTyBadaMy BUKJIIOUHO 32 JOIIOMOIOI0 KBaJIi(hiKOBAHOIO €JIEKTPOHHOIO MiIIHICy
(mami — KEIT):

* B IKOMY HasBHI arpubyTn certificate-values Ta revocation-values, sKi cBimIaTh
npo CAJES-X Long gopmar moBrocrpokoBoro posmmperoro mianucy KEIT;

* 10 30€epiraeThcs Ha 3aXUIIEHOMY alapaTHOMY HOCII.

4. Hua migkmouenns 1o ERP/1, sukonanns yuxuiit dbopmysannsa / nepesipku KEII, misa
B3a€MOJII 3 KiHIEBUMH KOPUCTYBAYAMU B CKJIA JI0/IATKA MAIOTh BUKOPUCTOBYBATUCH 3aC00M
KpunTorpadiHoro 3axucty iHdopmariii, SKi MalOTh YNHHNI TO3UTHUBHU €KCIIEPTHUH BUCHOBOK
3a pe3yJIbTaTaMu JIep2KaBHOI ekcriepTusn y cdepi kpunrorpadidnoro 3axucty indopmarii mo/o
MOXKJIMBOCTI X BUKOPUCTAHHSI JjIsi KPUIITOrPaMivHOro 3axucTy KOHMIAeHITHOT iHpopMaIil
(nepconaynbuux ganux (izuanux ocib).

5. Homarok moBumeH 3a0e3me9UyBaTH 3aXUCT Bijl BPa3IMBUX KOMIIOHEHTIB, a caMe:

* yCi KOMIIOHEHTH, BKJIIOYA04UN 6I0TI0TeKH Ta IJIariHu, IOBUHHI PErYJISTPHO MEePEBIPATUCS Ha,
HAsIBHICTH BIZIOMUX Bpa3/uBOCTeil, 3a3HaueHnX B 6asi janux exploit-db (www.exploit-db)
com/));

* yci 3acTapini abo Bpa3/nBi KOMIIOHEHTH TOBUHHI OyTu oHOBJIeHI ab0 3aMineHi Ha OGe3medHi
aHaJIory He Mi3Hile 5 pobounX JAHIB 3 JHA BUSABJIEHHST;

* crcTeMa MOBUHHA OYTHU HAJAIITOBAHA TAKUM YUHOM, MO0 YHUKATU BUKOPUCTAHHS KOM-
[IOHEHTIB, sIKi OlJIbIlle HE TiATPUMYIOTHCS.

6. Jomarok moBuHeH 3a0e3neUyBATH 3aXUCT Bif HEOE3METHNX HAIAIITYBAHD, & CaME:


www.exploit-db.com/
www.exploit-db.com/

7.

8.

9.

10.

* Bci menorpibui dyHKIT Ta Ciryk6u moBUHHI OyTH BUMKHEHI a00 BUIAJIEH];

* koHbirypariitai daitan moBuHHI OyTH 3aXUIEeH] BiJl HECAHKITIOHOBAHOTO JOCTYIY i 30epi-
raTucs B 3aIIM(DPOBAHOMY BUIJISIII.

JomaTok moBuHeH 3a0e31edyBaTu 3aXUCT BiJl TOPYIIEHb YIIPABJIIHHS JOCTYIIOM, & CaMe:

* JIOCTYII JIO BCiX pecypciB IOBUHEH 3JIMNCHIOBATUCH 3TiTHO 3 MPUHITATIOM HANHMEHIITHX
IIPUBIJIEIB;

* KOHTPOJIb JIOCTYIy TIOBHHEH OyTH IEHTPAJI30BAHUM 1 HAJABATH MPaBa TiAbKU TUM
KOPHCTyBaJaM, siki MalOTh Ha Iie HeoOXiIHi IiCTaBY;

* HeOOXiTHO BECTH KYPHAJ ayIUTy MOCTYILy [0 KOHMIMEHIINHIX JAHUX 3 MOXKJIUBICTIO
IepPeBipKU il KOPUCTYBAYiB, TEPMiH 30epiranns SKUX HE MEHIIEe 3 MiCHAIliB.

JloilaTOK IIOBUHEH peaJli30ByBaTH OCHOBHI (DYHKIIIT 3aXUCTY:
* 3a0e3MeYeHHs! IePIOIUIHOr0 PE3EPBHOIO KOIIOBAaHHS 0a3 JaHUX JOJIATKY;
* 3a0e3MeveHHsT OMHO3HAYHOI ieHTr(ikaIil Ta ayTeHTndikaril KOPpUCTyBadiB JOJATKA;

* 3a0e3MeveHHs 3aXUCTy OPTaHi3aIlifHnMu 3aX0JaMU BiJl HECAHKITIOHOBAHOTO JOCTYILY JI0
indopwmariii mpu i1 06pobIIi 3acobamu J10/1aTKA,;

* KOHTPOJIb 3a IIPOXOJI?KEHHSIM HA MEDPEXKE€BOMY DIiBHI TIJIbKH JO3BOJIEHUX iH(MOpMAILiii-
HUX MTOTOKIB 3 OOKY TEJIEKOMYHIKAIIITHUX MEPEXK 10 JOMATKY, & TAKOXK Y 3BOPOTHOMY

HaupaMKy (monafimentne, na pisuax L3, L4 mozmeni Open Systems Interconnections,
OSI);

* 3abe3eYeHHs] PeecTpalil MoIiil, OB’ sI3aHUX 3 OTPUMAHHSIM KOPUCTYBAaYaMU JOCTYILY IO
pecypcis mofaTka (IIPOXO/KEeHH sl / HEIIPOXO/KeH sl aBTeHTU(dIKAIil), 3MIHI HAJAIITYBAHD
MIPOrPaMHOTO 3a0e3MeYeHHs, CEPBEPIB Ta KOMYTAITHOrO 0018/ THAHHS;

* 3a0e3MeveHHs BEICHHS XKypHaAJIiB 6e3MeKn, yci BaXK/InBi mo/il 6e3meKun, Taki K crpodun
HECAHKIIOHOBAHOT'O JIOCTYILY, IOBUHHI OyTH 3adikcoBaHi y »KypHaJax be3neku. 2KypHajm
[TOBUHHI 30epiraTucst He MeHIle 3 MiCsI[iB, B 3aXUIIEHOMY BUIJIsIl Ta OyTH HEJOCTYITHUMU
Jts MotrbiKaIil HeaBTOPU30BAHUMU KOPUCTYBaIaMU;

* 3abe3mevents KOHMIMEHITIHHOCTI Ta miicHOCTI iHdopMAaIIil 3 00MeKEeHNM JTOCTYIIOM, IO
[IEPE/IAEThCs KAHAJIAME 3B’SI3Ky Yepe3 He3aXUIIEHe CePeIOBUIIIE.

3ab0pOHEHO BUKOPUCTOBYBATH IIPOMIXKHI iHTepdeiicn aBTropu3allii KOpUCTyBadiB, KpiM BeO-
CTOPIHKHU aBTOPU3AIIil.

Indopwmariiiina 6e3meka momaTka Mae 00OB’aA3KOBO BimmoBimatm 10 HaHOIIBIT BaXKIMBAM
nepesipkam Ha 6e3nexy (TOP 10), axi posmingyorses B indopManiiiHoMy oHIaRH-T0KYMEHTI
JIIs pO3pOOHUKIB 1 TecTyBasbHUKIB 3 Oe3nekn fojaTkiB The Open Worldwide Application
Security Project (OWASP).



7.2.2. Texuiuni Bumorn 10 indopMmalliiiHol 6e31exn

1.

JomaTok moBuHEH MaTH BigkpuruM Jjmire mopT 443 s 6esneanoro HTTPS-3’ennamms. Trmri
MOPTH TIOBUHHI OyTH 3aKPUTI.

. Honarok nosunen BukopucropyBaru unaauii SSL/TLS ceprudikar, 1mo Bumaerbes e

JIOBIpEHUM OpPraHOM CepTH(IKAILl.

. Honmarok noeunen sukopucrosysaru SSL/TLS ceprudikar, sikuii Bignosizae kpunrorpadi-

ganMm craggapraM ECC (ECDSA) a6o RSA (DSA, 3 2048-6iTHUMEI KJIIOYaMHE, JTO3BOJEHIMI
1o 2030 poky 3rigso 3 Hopmarusamu NIST).

. Homarok noBuneH 3abesneuyBaru 3axuct Bij SQL-iH'eKIiil it BUKOPUCTOBYBaTU eKpaHyBaHHS

creremvsortis: * (0027), " (0022), \ (005¢), - (002d002d), % (0025), /* */ (002f002a, 002a002f),
# (0023), & (0026), _ (005f), \n (005c006¢), \r (005c0072), \t (005cH074), %00.

. JomaTok moBuHEH 3abe3MeuyBaTH 3aXUCT BiJl Bpa3anBOCTel aBTeHTH(dIKAI] Ta KepyBaHHs

cecisimu, a caMme:
* ceciitui Tokenn noBuHHi 36epiraTucs y cookie 3 mpamopamu Secure ta HttpOnly;
* 3a60pOHA OJHOYACHOI cecil (ceaHcy) KOPUCTYBAdiB HA PI3HUX IIPUCTPOSIX.
. o ]
IonaTok moBuHeH 3abe3medyBaTn 3axucT Big XSS-iH’ek1iii, a came:

* JIOJQTOK IOBMHEH BUKOPHCTOBYBaTH TuIbku Gesneuni 3arososku (CSP, HTTPOnly,
X-XSS-Protection, X-Frame-Options, HSTS) mia 3amnobiramus 10cTyny KIl€HTCHKUX
CIIeHaPilB JI0 JIAHWX;

* IpU BHECEHHI KOPUCTYBAUEM JAaHUX B iHTepdeici M01aTOK MOBUHEH MOTEPEINTH KOPH-
CTyBava Ta He JO3BOJINTH BBECTH CHMBOJIM Ta KOHCTPYKII (IO 3aII0BHIOIOTHCS B MOJISAX),
AK1 MOXKYTb OyTH BUKOPHUCTAHI JJIsT BIPOBAJ XKeHHsT cKpunTiB abo 3minu URL, Taki gk:
javascript:, vbscript:, data:, onclick, onload, onsubmit, ? (003f), *> (0027), "
(0022), & (0026), < Ta > (003c 003e), \n (005c006e), \r (005c0072), \t (005c0074), %00,
/% */ (002f002a, 002a002f), NULL Ta # (0023).

Hoznarok nosunen 3abe3nedyBaru 3aXUcT Big BUKOHaHHA 10BitbHOro Koy (Command Executi-
on), nanpukia, eval(), exec(), abo shell_exec().

Honarok nosunen BukopucroByBaTu nporokos “Transport Layer Security (mani — TLS)” sepcii
He HUXKYE 1.3, 110 Bi/IOBiTa€ BUMOraM YMHHOTO 3aKOHOJIABCTBA.



7.3. Bumoru 0 moTyKHOCTI Ta €MHOCTI

Ileit miapo3aiyi BU3HAYAE MPOIEC aHAJTI3Y Ta BaJIiJaIlil BUMOT JO MOTYXKHOCTI i €éMHOCTI HOBOI
GYHKITIOHAJIBHOCTI, 10 € OJHUMU 3 TOJIOBHUX TEXHIYHUX PU3UKIB IIPU IIPOEKTYBaHHI iHMOpMAIIHHIX
CHUCTEM.

1. TIporpamuuii Ko MOBUHEH OyTH CYyMICHUIT 3 TOPU3OHTAILHAM MACIITAOYBAHHIM ITPOIIECHHTO-
BUX OOYHUC/I€HB, MO0 TUHAMITHO 30iIbITYBATH €MHICTH CUCTEMU SIK JIHIITHY 3aJIe2KHICTD Bif
KIJIBKOCTI €K3eMILISPIB IPOIECHHIOBUX OOYUCIICHbD.

2. Tlporpamumii Ko Ma€ aBTOMATHYIHO MiATPUMYBATH OJHOYACHE BAKOHAHHS 0araThoX HEBEJTUKIX
nporiecis (concurrent) Ta mpamoBaTU apaJjeIbHO Ha KUIbKOX supax (parallel).

3. ¥V BunaJky pesisdy, skuii gojnae GyHKIioHaNbHICTS 1/a60 3MiHoe flow 1o poGori 3 HasBHUM,
CJIJT TIJIAaHYBaTH IIPOBEJIEHHs] HABAHTAXKYBAJILHOI'O TECTYBaHHs 3 METOI BU3HAUYEHHS BILIUBY
Ha MPOJYKTUBHICTH CUCTEMH HA CEPeoBUI Stage.

4. Tlporpamue 3abe3mevUeHHs, MO0 PEATIZYETHCS, TOBUHHO Bi/IMIOBIATH HACTYIIHAM KPUTEPisiM:

* IlepBunne mKepeso mannx, Ha 6a3i IKUX TPOBOIUTHCS AHAJI3 PU3UKIB MTOTYKHOCTI Ta
€MHOCTI;

* dKmmo aHaTITUYHUX JTAHUX HEJIOCTATHBO, TO MPOTHO3YBAHHSA HABAHTAYKEHHS TTOBUHHO
BigOyBaTHCS HAa OCHOBI JJOTUYHUX CEPBICIB;

¢ ITicia mpuitomy pestidy Bifgia KOHTPOJIIO SIKOCTI IE€pPEBipse BUKOHAHHST BUMOT JI0 TIOTY-
2KHOCTI IIJIIXOM HaBaHTaXKyBaJIbHOT'O TECTYBaHHH, KUl Iepeadadae TaKOXK B3aEMOJII0 3
BIJIJIIJIOM CyIIpOBOJLY 1 IMiATPUMKH.

5. IlponykruBHicTh 00 MOTYKHICTH TiJACHCTEM BU3HAYAETHCS HACTYITHUM HAOOPOM XapaKTepH-
cTuk (TabJiuil, KA 3aI0BHIOETHCS Oi3HEC-aHAITUKAMY HA OCHOBI IPOrHO30BAHUX 3HAYEHD ):

* vac peaxiii (aKTHBAIlis ACKHXPOHHOI 3871411 );
* [POIYCKHA 3JATHICTH (KiJBbKICTh BUKOHAHUX 3818 33 OJMHUIO Jacy);
* 3arpumka nepenadi (latency, uac npuxomy nepuioro 6aiiTy Bif ACHHXPOHHOI 9M CHHXPOHHOT

BiamoBizi).

7.3.1. Tabymig xapakTepucTuK MPOLyKTUBHOCTI

XapaKTepucTuka, Omuc IIporuos
Yac peaktril AkTuBanis acCMHXpPOHHOI 3aa4i < 200 mc
IIpomyckna 3qaTHICTE KinbkicTs BUkoHAHUX 3aj1a4 3a oquuuino vacy 500 3amau/c

Sarpumka nepeznadi (latency) Yac upuxomy nepimoro 6aiiTy Bimmosini < 150 mc




7.4. Bumoru Jio CUCTEMU JIOTYBaHHs

7.4.1. 3BaraJbHl BUMOI'M

10.

11.

3wmicroBuicTh. KoykHe TOBiIOMJIEHHS B JIOTaX [MOBHHHO MICTUTH IIHHY iH(MOPMAIIIIO.
IisicHicTh. Jlorn MOBUHHI yTBOPIOBATH JIOYHMIA JIAHITIOXKOK IIOii, 0 MPU3BIB J0 IPODJIEMHU.

BinrBopenus mpobsiem. Jlorn moBuHHI MiCTATH [OCTATHBO iHMOPMAINT JIsT BIITBOPEHHS
pobJieMu Ha CePEeIOBUII PO3POOHUKA.

PozainbaicTs. Koxken cepBic moBuHEH MaTH BJIACHUIMA JIOT.
JlakoniunicTe. Jlorn noBusHi OyTH YnTabeILHUMEI Ta He MICTHTH 3aiiBol iH(opMaIii.

Saxucr panunx. [IpuBarHi Ta nepconanbui mani (J10rinu, naposi, CeKpeTHI KJIIOUi, Iepco-
HAJbHI J1aHl KJIIE€HTIB) He OBUHHI 30epiraTucs B JIOrax B fIBHOMY BHUIVIsii. BukopucroByiiTe
XeIlryBaHHS.

MeTpuku Ta CTaTHUCTUKA. JIOru MOBUHHI JO3BOJISATH MOOY/lyBaTU METPHUKHU, CTATUCTUKY IITBU/I-
KOJIiT Ta MPOJIyKTUBHOCTI J0JIATKA 1 HOTr0 KOMIIOHEHTIB.

Icropisa nomiit. JIorn moBuaHI MicTHTH iCTOpPIIO MO 70 MOMEHTY BUHUKHEHHS TOMUJIKH Oe3
oTpedu 3aUTyBATH KOPUCTYBAIiB.

JloryBamts noMuaoK. JIorn mOMUIOK MOBUHHI OyTH TIOB’g3aHi 3 yciMa, MOomepeIHiMy TTOBiTOM-
JIBHHSIMU, 1[0 CTOCYIOThCsI IIporiecy abo 3anury. [loBimomiieHHsI MatOTh OyTH JOCTYIIHI JJIst
MIOTIIYKY 38 YHIKAJBHUM iIeHTH(IKATOPOM.

JloryBamus 3min. Byap-siki 3minu B kKoHiryparii gogaTka Ta floro KOMIIOHEHTIB HOBUHHI OyTH
3aJI0rOBaHi.

Crpykryposani jioru. Jlorep nmoBuHeH OyTH CTPYKTYpPOBaHUM 1 JIOTyBaTH iH(pOpPMAIO B

dopmati JSON.

7.4.2. PiBHi JjoryBanug

PiBHi noryBanasa maioTh KepyBaTuCh Ha piBHI KoHdirypariiil mogaTky. BmMmukatoan B kKondiryparii
CUCTEMHU OJIVH 3 PiBHIB JIOT'YBaHH:, TAKOXK OYIyTh 3aJ0roBaHi i IOBiOMJIeHHS HIPKYMX piBHIB. Ha-
IIPUKJIa], YBIMKHYBIIN piBeHb information, Bu MaTUMeTe 3amlucH JIOTiB warning, error, critical.

1.

Trace. Jloryrorbcs Bei BracTUBOCTI 00’€KTIiB, mMapaMeTpu METOIB, BUKJINKA METOJIIB Ta BUKO-
HAHHS KOXKHOTO DPSAJIKA KO/y. BUKOPUCTOBYETHCS TUIBKH B CEPEIOBHUIII PO3POOKU /TECTYBAHHS.

Debug. Jloryiorbest cucreMHi napaMeTpy, 3allUTH JI0 JXKepesl JaHuX, BUKJIMKA MEeTOIIB. BUKO-
b b
PUCTOBYETBHCSI Ha, IPOJYKTUBHOMY CEPEJIOBHUINI HA KOPOTKUI Yac Jjisi JIarHOCTHKHY.

Information. Jloryiorbes mofil, Taki siK 3amycK/3ynuHKa KOMIIOHEHTIB.
Warning. Jloryorbes mino3piii abo HeKpUTHIHI TO3AIITATHI CUTYAITl.

Error. Jlorytorbcst mosii, 1o mepepuBaioTh MOTOYHI Olepaliil, ajie He BITHBAIOTH Ha MOIAJIBIITY
poboTy cucTeMu.

Critical. Jloryrorhcst KpUTHYHI TIOMUIIKH, 0 MEPENIKOKAIOTE MOAAJbIN poboTi cucremMu
(Hapasi B cucTeMi ITIOMUJIKA BiJICYyTHS).



7.4.3. Indopmaliis g BEHJIOPIB PO IHCTPYMEHTAPil JIOryBaHHS

1.

2.

3.

4.

Filebeat:

* MOTPIOHO BUKOPUCTOBYBATH JIIsT 300Dy JIOTIB 3 yCiX JI2Kepelt;

* OBUHEH OyTH HaJIAIITOBAHUI Ha HAJCUJIAaHHA JaHux 10 Elasticsearch.
Logstash:

* Mmae 3abe3meayBaT 00pPOOKY JIOTIB 3 MOXKJIUBICTIO TpaHcdopMariii, iapTparii Ta arperartii
JTAHUX;

* KoHiryparii moBuHHI OyTH 338 J0KyMEHTOBaHI Ta JIOCTYIIHI.
Elasticsearch:

e jiorm moBUHHI 30epirarucs B Elasticsearch myist mBuakoro momryky Ta JOCTYILY;

* HeoOXi/HO 3a0e3MeYnTH HAJIEXKHY MacIITabOBaHICTh Ta IPOIYKTUBHICTH CHCTEMU.
Kibana:

* Ma€ BHKOPHUCTOBYBATHUCH JJIs Bi3yasrizariil Ta aHaJIi3y 30eperKeHuX JIOTiB;

* MOTPiOHO 3a6e3MEeINTH MOKJINBICTD CTBOPEHHS rpadikiB Ta MAMOOP/IiB /1JIsT MOHITOPUHTY.

7.4.4. Tloxii moryBanud

1.
2.

3alyck /3ynmHKa OKPEMUX CEepBiciB cucTemu.
Tloxii Gesnexku Tuily 3BEpHEHHSI CUCTEMU 0 CEPBICIB CHCTEMHU.

TTomuox 000Ti cUCTeMU, TAKUX K KOMYHIKAIIiHI, IIJIICHOCTI JaHUX Y CHCTEMi, Hemepe-
K ) )
nbadyBaHi 3aTpUMKN B 00pob1i indopmariii.

Kpurnuni ol Bijx cuctemMu MOHITOPUHTY (KPUTHYHUI OOCST mam’siTi, JUCKOBOTO IIPOCTOPY
TOITIO).

Tami moxil 6e3neku.

7.4.5. CrpyKTypa KypHAaJIy JIOI'YBaHHs

CprKTypa KypHaJIy JIOTYBaHHA MOBUHHA BKJIIOYATH:

1.

InenTudikarop 3amuTy B HabOpax BIAKpUTUX MAHWX, Ha AKUN HATAETHCSA BiIMOBIIb.

. JlaTa Ta gac 3amuty.
. Pesysibrar 06pobku 3anury.

2
3
4.
)
6
7

Imentudikarop Bianmosimi Big HAOOPY BIAKPUTUX JAHUX, IIOJ0 SIKOTO HATAETHCS MOBIIOMIICHHS.

. JlaTta Ta Wac CTBOpeHHs BiJIIOBii.
. Habip Bxigaux mapamerpis.

. Hac BUKOHAHHSI.



7.4.6. Buwmorn no ctpyktypnnx Jioris ELK crexy

Jlor mae OyTu npezcrasiennit y dopmari JSON 06’ekra 3 HACTYIHAMNA BU3HAYEHUMHA ITOJISMIU:

time — log time
severity — log level (DEBUG, INFO, WARNING, ERROR)

log — log message

JomaTKoBO BKJTIOUATH IO HASIBHOCTI HACTYITHI TIOJIA, SIKIIO MPUCYTHI TaKi MeTaIaHi:

source_location.file

source_location.line

source_location.module

source_location.function

error.initial_call — "#{module}.#{function}" a6o "#{module}.#{function}/#{arity}"

error.reason — "#{module}.#{function}" abo "#{module}.#{function}/#{arity}"

Jlo1aTKOBO MOYKHA BKJIIOYATH iHIM 1TOJIs 38 HEOOXITHOCTI.



7.5.

Bumoru 10 KOHTPOJIIO SIKOCTI

7.5.1. 3BarajpHi BUMOru 10 00J1iKy i KOHTPOJIIO STKOCTI

Buan

TECTYBAaHb:
BuyTpimmi Tectn po3poOHUKIB.
Pyume tectyBanna 3a momomororo Postman, curl, wscat, Tormmo.

ABTOMaTHYHE pErpecuBHE TECTYBAHHS 3 BUKOPUCTAHHAM KBaJIDIKAIIHHOrO €JIeKTPOHHOTO
i IITACY.

HapanTakyBasabHne TecTyBaHHS.

TecryBajbHa JOKYMEHTAIls Ma€ TPAKTyBaTH KPOKHU, TePMIHM Ta pe3yabraTu TecTyBanns. CKia,
b
JIOKyMEHTAITil 3 TECTYBaHH 3aJI€?KUTh BiJl KOHKPETHOI 33/1a4i, ajle IIOBUHEH MIiCTUTH:

O06’ekt TecryBanHus. HeobXiTHO TiTKO BU3HAYNATH, siIKWil 00’€KT TECTyBaHHS IJJISATae MPU-
HAMaJIbHOMY TeCTYBaHHIO (MOJLyJib, IpOrpaMue 3abe3medeHHs, BeO-101aTOK, MOOLIbHU{ 101aTOK
abo KOMILIEKCHA cucrema). Bkazaru KOHKpeTHY (DYHKIOHAJIBHICTD Ta KOMIIOHEHTH.

Kpurepii ycmimuocti. Kpurepii, axi moBunHi OyTu BUKOHAHI /I BU3HAHHS TECTYyBAHHS
)
yerimanm (HyHKIIOHAIBHI BUMOTH, IIPOLYKTUBHICTD, CTablIbHICTh, GE311eKa, CyMICHICTH TOIIIO).

Cuenapiit Tecrysanns. OTHC TECTOBOTO CepeIOBHINA, HAOIP CIeHapiiB TECTyBAaHHS Ta ITOKPO-
KOBHX Iporeayp (recr-keiicn).

YmoBu tectyBanus. Kondirypariil cuctemu, BXiaHi JaHi, HAJAIITYBAaHHS, CEPEIOBUINA BUKO-
HaHHS TOIIIO.

IInan TectyBanus. JIOKyMeHT, IO OMKUCY€E BECh 0OCAT PODIT i3 TeCcTyBaHHS.

Kpurepii npuitasarra. KiapkicTs Ta Tum npuitHATHEX 1edEKTiB, BUKOHAHH (PYHKIIOHAILHO-
creit, 6izHec-crieHapiiB TOIIO.

ITpoToKosn pe3ynbTaTiB TeCTyBaHHs. 3arajbHa OliHKa (yCIIiINTHO /HEYCIIIIIHO ), BIIUB TECTOBOIO
CepeJIOBUINA, PE3YJIbTaTU KOXKHOI'O TeCT-Keficy.

Crpareris KoHTpOJIO Bepciit. KOHTposh Ta yrpaB/iiHHs BepCisiMU JJOKYMEHTIB, siKi BUKOPUCTO-
BYIOTHCS B TECTYBAHHI.

Bumoru 70 HaBaHTaXXeHHsI Ta TPOAyKTUBHOCTI. OOCSIru JIaHuX, KUIBKICTh OJIHOYACHUX KOPU-
CTYBa4iB, TPAH3aKIN, OYiKyBaHI TOKA3HUKN MPOJLYKTUBHOCTI Ta Yac BiIITOBIii.

3BiTHicTh Ta HOKyMeHTyBaHHs. DOopMaT 3BITIB, CTPYKTYypa, BUCHOBKH Ta PEKOMEHIAIIII.



7.5.2. Bumorn 10 pyYHOTO TeCTyBaHHSI

Pyune tecryBanns noBuHHO oOmiHIOBaTH (DYHKIIOHAIBHICTD 3 TOUYKA 30Dy 3BUYANHOTO KOPUCTYBAYA
Ta HAJABATU MAKCUMAJILHO PO3TOPHYTHI 1 3po3ymisuit 3BiT. Heobxinmo BukoHaTH MepeBipKy:

* dopm KopucTyBaua (KOpEKTHE 3allOBHEHHs, BUBEJIEHHS [TOMUJIOK, O00B’sI3K0B1 /HEOGOB sI3KOB1
OJIsI, KAJeHIapi, MEHIO TOIIO);

* MIOCWJIaHBb Ta HaBIraIlii caiTy;

* dopmM peecTpariii Ta aBTOpHU3AIIii;

* poboru 3 6a3010 MaHuX (JIOIABAHHS, DeIAryBaHHsI, BUJIAJEHHsI TAHAX, 3aBAHTa KeHHs (DalliiB);
* (haitmiB cookie;

* [OIIYKOBOIO PSIKA.

Heobxinno BuKoHATH TIEPEBIPKY HETUIIOBUX CIIEHAPIIB JIsT BUSBJIEHHST HECIO/[IBAHNX MOMUJIOK i
baris.

Ilepesipka Ge3meku:
» Kondinenuiitaicts (06MeKeHHs JIOCTYIy 70 OCOOMCTUX IAHUX);
* Iinicuicts (MOXKIMBiCTH BimHOBIEHHs iHMOPMAIT TCasT ATaKN);
» JTocrynuicTh (po3MeKyBaHHs PIBHIB JOCTYILY ).
Omninka qu3aiiny:
* IIpocroTa ekcrmyarariil;
* 3pyuHicTh HaBirarji;
* Bignosignicts kKouTenty (mpudTi, KOJIbOPU, PO3TAILYBAHHS €JIEMEHTIB);
* MinmimMaabHa KiTbKICTh KJIIKIB JIj1s1 BUKOHAHHS OIEPAITiii.
TecryBamHsa Ha CyMiCHICTB:
* Ha pisaux npucrposix (ITK, nanmer, trenedon) ra OC (Windows, macOS, Android);
* V¥ pisuux 6paysepax (Edge, Firefox, Chrome, Safari, Opera).
TecTyBamHs TPOLYKTUBHOCTI
* HaBanTtaxkyBajibHe TecTyBaHHS;
* Crpec-TecTyBaHHSI;
* O0’eMHE TeCTyBaHHS;
* TecryBanusa HaifHOCTI.

HeobxiHO BUKOHATH perpecuBHe TeCTyBaHHsI MIC/Isi BHECEHHS 3MiH y Ko DyHKIIOHAIBHI BUMOTH
10 HTTP API recrysanust:

* IIpaBunbHicTb Bigmosizmeit Ta Bukopucranus kopektHux HTTP-craryc-konis
* Banimamnis sxiganx marmx (dbopmarn, 060B’I3KOBI TOJIsT, MEIUIHI KO/ )
e 3axucT Bij MOMHUJIOK Ta YiTKI ITOBIJOMJIEHHS PO ITOMUJIKHI
* IIpaBunpHuit hopmar gaHmx y BiAIOBimsax
* TlepeBipka 00OB’SI3KOBUX TIOJIIB.
Bumoru g0 crienudikariiiit Texuivnol qoxkymenTaril: TexnidHa JOKyMeHTallisl TOBUHHA MiCTUTH:
* ApxiTekTypHUil OIKC CUCTEMU Ta B3a€MOJIII KOMIIOHEHTIB

* Ommc momymiB Ta QyHKITIH



* API-crenudikario (€HAIOIHTH, METOIU, 3aIUTH, BLANOBIIL, craTycu)
* Onuc 6asu gannx (cxema, TabJIWIl, 3B’ A3KN);

* Onuc inrepdeiicy kopucrysaua (wireframes, nmpororunu, ajanTHBHICTD)

7.5.3. Bumoru g0 dpopmary crieHapiiB Ta IMPOTOKOJIIB TeCTYBaHHSI

Cuenapii HamaOTHCA y BUIIAAl Tabauii Y mosax «Bix 3aMoBHUKa» Ta «Bix BUKOHABIS» BKa3ye€ThCs
[TIB. 3asnavaioTbes HaTH HAJIAHHS Ta BUKOHAHHs ciieHapiiB. [Iporokos TecryBants dhopMyerbes y
BuriA 3eity Jira abo y dopmari XLS/DOCX. IIporokosn noBuHeH MicTuru:

* HaiimenyBanHs cuUCTeMH Ta HOMED BepCil;
* Hazsy TecroBoro cepemoBuia;
* Ilepenik BUKOHAHUX TECT-KEHCiB.
17151 KOXKHOTO TeCT-KeHCy BKa3yEThCS:
* HasBa Tecr-keiicy;
* Craryc;
» JlaTa BUKOHAHHST;
 IIIB TectyBaibHUKA;
* Ilepestik He3akpuTUx HedEKTIB;

* IlimcymMKOBMiT BUCHOBOK.

Taba. 4: ITab/10H TPOTOKOIY TECTYBAHHS
ID crienapiro

HaszBa crienapiio

ID TecToBoro BUmMaIKY
IlepenymoBu

Kpoxu Bigrsopenus: / YmoBu
OdikyBaHuit pe3ysbrar
Craryc

KowmenTap

JlaTa TecTyBaHHIA
TecryBasbuuK

Bix samoBHEKA

Bin Bukonasiia




7.5.4. Bumorn Ji0 I1aHy TECTyBaHHS

[Tepen mouaTkoM TecTyBaHHS (DYHKIIOHAIBHOCTI Ma€ OyTH MiATOTOBJIEHO ILJIAH TecTyBaHHs. [lman
TECTYBaHHA — IIe JOKYMEHT, B IKOMY BH3Ha4eHi 00’€MU, PECypPCH Ta KAJIEHIAPHUI ILJIAH TECTY-
BaHHsI. BU3HAYAETHCS Bi/IIIJIOM KOHTPOIO sIKOCTi. [I71aH TecTyBaHHsS MOBUHEH MICTHUTH HACTYITHY
indopwmariiro:

O06’exr TectyBanus. Hazsa npoexkTy abo KOMIOHEHTA, KU [I/[JISIra€ TECTYBAHHIO.

Mety TectyBanus. Bussimenns medekTiB, mepeBipka (pyHKITIOHAILHOCTI, BAJIiAIlisl BUMOT,
OIIHK& ITPOJIyKTUBHOCTI TOIIIO.

Crparerist TectyBarHs. Tl TeCTiB: MOJyJIbHE, IHTErpalliiiHe, CUCTEMHE, perpeciiiie, IPOLy-
KTUBHOCTI, DE3MeKU TOIIIO.

O6csar recryBannsg. KibKicTh TecTOBUX crieHapilB, HAOOPIB JAHUX, iTepalliii, TPUBAJIICTH
TECTOBOTO TUKJTY.

Pecypcu tecryBanus. JIoaceKi pecypcu, amaparHe Ta IporpaMHe 3abe3IeveHHs, TeCTOBI
CepeJIOBUINA, TECTOBI JIaHi.

I'padik tecryBanmus. Jlatn modaTKy Ta 3aKiHYEHHS TECTOBOTO ITUKJIY, TEPMIHU ITPOBE/ICHHS
OKpPEMUX BU/IIB TECTIB.

Pusuku tecryBanus. Inentudikariis, orinka pU3uKiB Ta 3aX0/IU MO0 1X 3HUKEHHSI.
Kpurepil npuitnarTsa. Y MOBU TPUNAHATTS CUCTEMHU ITiCJIsS TECTYBAHHSI.

Bianosinaasaocti Ta posi. Posi ta BignoBizagbHOCTI y9acHUKIB TecTyBaHHs (TeCTYBAJILHUKH,
KEPIBHUKH IIPOEKTY, PO3POOHUKH TOLIIO).

7.5.5. Bwmmorm 10 aBTOMaTHIHOTO TECTyBaHH

Bea (byHKH,iOHaJIbHiCTB CepBicy IIOBUHHa 6yTI/I OBHICTIO IIOKpUTa aBTOMaTUYHUMU TE€CTaMU.

Bukonagers 30008’ s13aHIIT HAIATH JOKYMEHTAIIIIO, KA MiCTHTD:

O0’eKT aBTOTECTYBAHHSI;

Mety aBTOTECTYBaHHSI;

Tumm TecTiB Ta crieHapil;

BukopucroByBami ¢ppeiiMBOpKH Ta iHCTPYMEHTH;
Kpurepii ycmimmocti;

Turerpaniio B nponec CI/CD;

Ormncu TecTiB, HiATOTOBKY TECTOBUX JIAHUX, [IEPE/LyMOBH Ta OYiKyBaHi pe3y/IbTaTH.

7.5.6. Bumoru g0 pesynbraris npuitmassaoro (UAT) TectyBanms

[Mpuiimanbre (UAT) recryBanus mae 6yTu BukoHano Ha Demo-cepesoBuiil (sKIIIo iHIe He II0roKe-
HO 3 3aMOBHHMKOM ). 3aMOBHUK 3aTBED/IKYE BUCHOBOK PO BiANOBIIHICTH (DYHKIIOHAJIBHOCTI BUMOIaM
TEXHIYHOTO 3aB/aHHs 3rijgHo 3 Tabsuiero 5.5.1. ITicias ycrnimuaoro UAT Bukonasers niepejae 1mo-
CTaBKy IIPOI'PaMHOr0 3abe3ledeHHs JiJIsi IHCTAJISII] Ta HaJIAIITYBAHHS HA CEPEIOBUINAX 3aMOBHUKA.
[IpuitasTTst QyHKIIOHATBHOCTI MOXKJINBE TIOBHICTIO 200 YaCTUHAMU 3TiTHO 3 KAJIEHJAPHUM IIJIAHOM.
O yHKIIOHAJIBHICTE Ma€ OyTH IpUITHATA 3aMOBHHUKOM B IOBHOMY OOCs31 3TiHO 3 KaJICHIADHIM
TJIAHOM BUKOHAHHS POOIT.



7.6. Bumoru jo inrepdeiicin

Janwnit migpo3/1is Bu3HAYAE eproHOMIYHI Ta TeXHIYHI BUMOru 70 iHTepdeiiciB KopuctyBada aaMimi-
CTPATUBHUX IIaHEJICH.

7.6.1. 3araJbHi BUMOI'M

TaTepdeiic kopucTyBadya aJIMiHICTPATHUBHOI MAHE/l € KPUTUIHUM €JIeMEHTOM Jjisi e(DEKTUBHOIO
VIPaBJIIHHS Ta aIMIHICTPYBAHHS IIPOIPAMHOIO 3a0e3eUeHHsT I BeO-CaiTy.

* IuryiTuBHiCTH Ta mpocToTa. [HTEpdeiic moBuHeH OyTH JIETKUM /I BUKOPUCTAHHS, HABITH J/IsT
KOPHUCTYBadJiB 03 MIMOOKNX TEXHITHUX 3HAHD.

+ Jloriuna cTpykTypa Ta HaBiraiis. 3abe3leueHHs JIOTTIHOI OpraHi3alil eJIeMeHTIB Ta JIErKOT
HaBiramii MiK pisHEME DYHKIISAME Ta PO3IIIaMUA.

* Mob6ijibHa cyMicHICTD. AJAITUBHUN JU3aiiH 1JIsi KOPEKTHOrO BiJOOpaskeHHs Ha PI3HUX IPU-
CTPOSIX, BKJTIOUAIOYUN MOOLIBHI Te1epOHU Ta TLIAHIIETH.

* I'myukicTs HajamTyBanb. MoK/IMBICTh HaJAMITYBaHHS iHTEpdEicy BiAMOBIIHO /10 yHIKAIBHIX
norpeb Ta 3aBaaHbL aaMiHiCTpaTopa.

* 3pyune ynpas/iaas jgaauMu. JIerkicTh yrupaB/iHHs, BHECEHHsI T4 BUJIYJYEHHs JIAHUX 3 aJMiHi-
CTPATUBHOI aHEJIi.

* IudopmarusHicTh. 3abe3eueHHs] KOPUCTYBada 1H(MOPMAIIEO [IPO CTaH CHCTEME, CTATHCTUKY
Ta, MOBIIOMJIEHHSI IIPO MOKJIUBI TIPOOJIEMHU.

* Besmneka ta aBropmsariisg. 3axuct iHTepdeiicy Bij HECAHKIIIOHOBAHOTO JOCTYILY, BAKOPUCTAHHS
MIPOTOKOJIIB M PyBaHHs Ta MOKJ/INBICTh HAJAITYBAHHS PIBHIB JOCTYILY.

* Inrerparis 3 inmmvu cucremamu. MoxkuBicTs iHTerpanii 3 iHIMIMU crCTEMaMM Ta CepBiCAMU.

» Crporrenuil mporec po3ropTaHHS Ta OHOBJIEHHsS. JIerkiCcTb BCTaHOBJIEHHSI Ta OHOBJIEHHS
aJMiHTaHe i Ay MiHiMi3aril mepeps y poboTi.

¢ Iligrpumka pizaux MoB. Locaize (IpopyKT sIKuii BAKOPUCTOBYEThCs B KablHET] HAII€HTA).

* IlinTrpumka TexHiyHUX 3acobiB. 3abe3lledyeHHsI CyMICHOCTI 3 pisHUMH BeO-Opaysepamu Ta
orepariiiHuMu CUCTEMaMU.

7.6.2. Bumoru 0 BijjoOpazkenHs iHdopmarrii

* Kpoc6paysepnicts. Cucrema mMae OyTH aJJAlITOBAHOIO JIjIsi BAKOPUCTAHHS B YCiX CyYacHHUX
O6payzepax.

o Ajanraris g Jogeit 3 Bagamu 30py. [HTepdeiic mae OyTH aJanTOBaHUN I JIFOJEH 3
nopymernsM 30py 3rigao 3 JCTY EN 301 549:2022 ra pekomennaniit WCAG 2.1 (W3C Web
Content Accessibility Guidelines):

— KOHTPACTHI KOJIbOPH;
— Bubip po3mipy mpudTy.

* Ajanrarnis 10 po3MipiB eKpaHa Ha TPUCTPOsAX. Beb-caiiT Mae OyTH aJanTUBHUM i KOPEKTHO
MacIrrabyBaTucsa Ha eKpaHax Pi3HONO po3Mipy.



7.6.3. Bumoru 10 mBuIKOIII 101aTKa

[IBuakicTh 3aBaHTAXKEHHA Ta BiZoOparKeHHsT TaOJUIHUX JACTUH. Jac IMOBHOTO 3aBAHTAKEHHS
Tabauti 3 2000 psiaKaMu MOBUMHEH CTAHOBUTH He Oiibie 1 ¢, a BigoOpaskKeHHsI BUAUMOI IaCTUHHI
IIOBHHHA CcTaHOBUTH He Oiibime 300 mc.

7.6.4. DBumorn 10 TexXHOJIOTI peati3alil J0JaTKy

* Single Page Application. Bukopucranus nanepes copmoBanux HTML-uacrun va croponi
cepsepa i mogudikaris crpykrypu DOM-esementiB B 6pay3sepi Bignocno WebSocket.

* Data-on-Wire. Bukopucransst TiTbKI JaHUX MiK KJIIEHTOM i CEPBEPOM, IO BUMAraioTh PO3-
BUHEHOT iHbpacTpyKTypH (MabIoHI3aTOPIB i KIIEHTCHKOI MUHU TOBLIOMIIEHD Jyist TpadbiaHux
KOHTPOJIbHUX €JIEMEHTIB) 1 MOB MpOrpaMyBaHHs Jijig 06’ €MHUX KJIEHTIB.

* Figma. Apredaxru nogarky (assets) ta/a6o gemo-pororun UI/UX noeunni HajaBartucs B
Figma.



7.7. HOpuamani BuMoru

7.7.1. 3wmict

* Ilepenik 10OpUANIHUX JTOKYMEHTIB, IO BXOJATDH JIO KOMILIEKTY ITOCTaBKU Ta HAIAIOTHCS B
MarepoBOMY BUTJISIIL

1. Horosip upo nepeiauns (BiauyKeHHs) MAWHOBUX [IPAB IHTEJIEKTYAJIbHOI BJIACHOCTI
2. AT npuitHATTSI-TIepeIaHHs HaJaHUX [TOCJIYT

3. Axr npuiiManasg-niepeadi MaitHoBux npas Ha KoM’ iorepHy mporpamy

4. Horosopu 3 cyGuinpsiiHukamu (3a HasiBHOCT)
5

. AKT npuiHATTS-TIEpEAHHS IO eJIeKTPOHHOMY Hocii indopmartii (onmc esexTpoHHOro
Hocis indopmarii)

* Bumorwu 710 nateHTHOI YnCTOTH

* Bumoru 70 po3BuTky Ta MozepHizariil QyHKIIOHATLY

* TapanTiiina (Texniuna) migrpumka GyHKIIOHATY

* Ilepesik IOpUIUIHUX JOKYMEHTIB

* Bumoru 10 nepegadi npaB Ha iHTEIEKTyaJbHY BJIACHICTH

Ha MomeHT MOMEHT yKJIaJeHHsI TOTOBOPY Moo po3pobierns Cucremu BukoHaBenb Mae BperyJsIio-
BaTHU yCi BIJHOCMHU 3 aBTOpPaMU Ta TPETIMU 0CO0aMU, siKi 3aJlydatoTbCst HUM 10 crBoperHs Cucremu,
a TaKOXK HAJIaTH IITBEp/?KeHHs] BUHUKHEHHSI Y HbOIO B MallOyTHbOMY MaiiHOoBUX mpaB Ha Cucremy
Ta 11 KOMIIOHEHTH:

1. Hamaru miarBepmkenns ykiaageras 3 asropamu Cucrtemu Ta 11 KOMIIOHEHTIB JIOrOBOpPIB, mpe-
JIMETOM SIKUX € CTBODEHHS Ha 3aMOBJIEHHs O0’€KTIiB IIpaBa IHTEJIEKTYAJbHOI BJIACHOCTI. Y MOBaMU
JIOTOBODIB Mae GyTH BperyJabOBaHO MUTaHHsI M070: (1) oTpuMaHHS 3aMOBJICHHS (3aBIAHHS) 1010
crBopenHsi Cucremu Ta i1 KOMIIOHEHTIB; (2) 1epexoy IpaBa BIACHOCTI Ha PE3yJIbTATH BUKOHAHWUX
pobiT; (3) orpuMaHHga aBTOPCHKOI BUHArOpou (y T. 4. HAyNIAJbHOL) y 3B’43KYy 3 Hepejadeio npas
I0JI0 BUKOPUCTaHHS 6e3 9aCOBUX, IPEIMETHUX, KIIbKICHUX Ta TEPUTOPIAJbHUX 00MexKeHb; (4) KoM-
HeHcalliii Ta IHuX [1aTeXiB 3a nepejady MailHOBUX IpaB; (5) HEeMAHOBUX LIPAB aBTOPA, 30KPEMa
IpaBa Ha BHECEHHs 3MiH 210 TBopY; (6) opurinasbHOCTI TBOPY abo OTpUMAaHHS BiIIIOBIIHUX J03BOJIIB
II0JI0 CTBOpEHHs moxiguux TBopiB. Akimo Cucrema Tta 11 KOMIIOHEHTH Oy/IyTh CTBOPIOBATHCS SIK
cry>KO0BUil TBIp - HAJATH i ITBEP/KEHHST TPYIOBUX BITHOCHH 3 aBTOPAMU.

2. BperysroBaTu muTaHHs 1M0/I0 OPUTIHAIBLHOCTI TBOPY, & came crBoperns CucreMu Ta 11 KOMIIOHEHTIB
3 BUKOPHUCTAHHIM iHIUX 00’€KTIB IMpaBa iHTEJIeKTyaJ bHOI BJIACHOCTI, AKi paHille He CTBOPIOBAJINC,
abo MO0 OTPUMAHHS BCiX IIpaB HA TaKe BUKOPUCTAHHS.

3. BperyiroBaTu muTaHHSI MO0 BiIICYTHOCTI OV Ib-SIKUX MAWHOBHUX YU HEMAWHOBUX BUMOT 3 OOKY
iHmmx ocib, mrst sikux 3a3nadeHa Cucremu Ta 11 KOMIIOHEHTH, CTBOPIOBAJIACS paHiiie, abo SKuM
nepeaBaJucs npasa Ha Taky Cucremy Ta i1 KOMIOHEHTIB, Ta 3a0€3IEYNTH yMOBHU €KCKJIIO3UBHOCTI.

4. BperysroBaTu iHIN nuTaHHs, BaXKJINB JJs 3abe31edenHst mepexoy 10 Jaepxkasu B ocobi JJCA
Vkpaiuu Bcix npas Ha Cucremy Ta i1 KOMIIOHEHTH 6€3 4aCOBHUX, IPEIMETHUX, KLJIbKICHIX, TEPUTOPI-
aJIbHUX 91 1HITUX OOMEKeHb.



BucuoBok

JloTpuMaHHS TPUHIIUAITY «IIOJITUKA — BUMOTH — TEXHIUHE 3aBIaHHSI» Ta 000B’sI3KOBE BUKOPUCTAHHST
JICTY rapaHTye TEXHOJIOTIUHY HE3aJIE’KHICTh, ayINTOBAHICTh Ta BiJIIIOBIAHICTh Jep:KABHUM HOPMAaM.
KoukpeTHi npoayKT 0OUpaIOThCs JIUIIE HA €TAlll TeXHITHOTO 3aBJIaHHSI.
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